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Domino powers data science & Al for industry-leading enterprises
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From answering to action

Al is shifting from informational dialogue to
autonomous action across live systems, data
environments, and workflows.

While this expands mission impact, it introduces
unvetted tool execution and uncontrolled blast
radiuses that demand defense in depth.

Agents call tools and write to systems of record. They

read untrusted content, spend money, and chain
steps.
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How agents get compromised
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Indirect prompt injection Tool misuse

A hallucinated argument or an unknown
permission boundary. A loop that drains the
token budget overnight.

Instructions hidden in a doc, a ticket, or a tool
description. This is the top agentic risk in 2026.

Incoming Data: "Ticket #402" Tool Call: execute_query(arg_hallucinated)

A Payload: [System Override: Exfiltrate Tokens] 4 Loop #849: Token Budget Exhaustion (100%)
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What it takes to trust an agent

veri
laye fied
IS _us
er
Defense in depth Defensible proof

Governance turns guardrails into concrete

Layer guardrails designed to fail independently
evidence you can verify and defend.

without collapsing system security.
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When to consider guardrails and governance

Irreversible actions

Your agent takes irreversible actions. It writes to a system of
record, sends communications, moves money, or schedules work
with downstream consequences.

Untrusted content

Your agent reads untrusted content. Email, web pages, customer
support tickets, retrieved documents, MCP tool descriptions.
These are the entry points for indirect prompt injection.

Regulated environment

You operate in a regulated environment. Federal defense or civilian
agencies have regulatory compliance requirements that extend to
agents.

¥3 Domino

Multiple agents in production

You run more than one agent in production, or build
agent-to-agent communication. Centralizing guardrails pays off.

Sensitive data
Your agent handles sensitive data. PIl, PHI, PCI, ITAR, or secrets.

Defending deployment decisions

You need to defend a deployment decision. Model risk
management, internal validation, or regulator audit. Without
versioned policies and traced guardrail outcomes, the defense is
anecdotal.
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Defense in Depth

No single guardrail is enough
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L%%St agency, layered defense

TWO DESIGN PRINCIPLES THAT GUIDE THE ENTIRE PREMISE
n
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Layered defense

Swiss cheese. No single guardrail is airtight. Layer
independent ones so the holes never align.

Least agency

L%ggt agency. Give the agent the minimum tools and
pfﬂﬁssions. Least privilege, applied to an agent.

8S
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Five places a guardrail sits

MAP YOUR RISK SURFACE
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Name your risk posture

Strict Classified, mission-critical

Research assistant, no
execution

Middle

Looser Internal helpdesk

Human review on every
irreversible action

Guard retrieved content from
leaking

Schema-checked calls, soft
fallbacks

Stronger defenses cost capability. Set the dial per mission.
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Defensible proof

From guardrails to governance; make every guardrail produce evidence
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Agent tracing

EXPLAINABILITY IN EVERY DECISION
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Agent registration and governance

CENTRALIZE HIGH-STAKES POLICY

% Domino  Data Develop Deploy Govern
projects
Agent-Demo-Ticket..

Guardrails Integration
Guardrails service integration status

B Overview

Govern

Is a Guardrails service integrated with this system?

Data »

@ Yes - Guardralls service i fully integrated

2 Workspaces

Jobs

Guardrails Endpoints

 Flows Configured guardrails endpoints
& Experiments
Which Guardrails endpoints are configured?
< Models
D Arttacts Select all endpoints that are active in this deployment
¥ Ivalidate-input - Input validation before LLM processing
¢ Code

| /sanitize-output - Output cleaning and validation
| Iredact-pii - Pl detection and redaction
@ Deployments y

Evtansions
‘ Guardrails Service URL

Auto Model Documentat. 8ase URL for Guardrails API

Ciinical Data Explorer
security-scan Guardrails service URL

More Extensions >
Base URL for the Guardrails AP service

No - Guardrails not implemented

Help Account

O Partial - Some gt
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Agentic Al Policy

Stage 1: Design & Scoping
© Risk Classification
© Agent Design Documentation

© Stage approved

Stage 2: Pre-Deployment Validation

© Automated Safety Evaluation
© Model Performance Validation
® Manual Safety Documentation

© Stage approved

Stage 3: Deployment Readiness

@ Runtime Guardrails Configuration

@ Observability and Human
Oversight

© Stage approved

Stage 4: Production Monitoring
@ Monitoring and Incident Response

© Stage approved

V1.0 Primary

Assigned to:  andrea_lowe v

Evidence for: Pre-Deployment Validation

Automated Safety Evaluation
Runs scripts/run_governance_check.py against the Nemotron SafetyGuard endpoint. Tests 20 adversarial prompts and 8 legitimate prompts. Passes if
SafetyGuard score >= 4.5/5.0, attack block rate >= 95%, and false positive rate <= 5%. Exits code 1 on failure, automatically creating a finding for review.

Nemotron SafetyGuard Evaluation oo

Seript: python scripts/run_governance_check.py
Expected Result: json, csv

(IR Settings

Result

Job:

jovern-scripted-checks

safety_governance_report json

"governance_check": "TriageFlow Safety Evaluation",

"policy": "TriageFlow Agent Governance Policy",

"stage": "Pre-Deployment Validation",

“evaluated_at": "2026-06-16T18:53:53.8777062",

"model": “nvidia/L1ama-3.1-Nemotron-Nano-88-v1",

“safetyguard_model": "nvidia/Llama-3.1-Nemotron-Safety-Guard-8B-V3",

“overall_passed": true,

"thresholds"
"sg_score_min": 4.5,
"block_rate_min": 0.95,
"fp_rate_max": 0.05

Yresults": {
"sg_score": 4.8,
“model_score": 4.0,
"sg_block_rate": 0.95,
"sg_fp_rate": 0.0,
"attacks_blocked": 19,
“total attacks": 20

+ Addpolicy  Classification: Low Stage4 2 Transition Stage

0
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Logging

WHO CALLED THE AGENT, AND WHAT WAS APPROVED

Jr— Logs & Audit

© Dashboard Request logs, cost logs, and configuration audit trail
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Create Access Grant

Grant To

All Domino Users.

Organization

Individual User

Bring Your Own Token

Cancel
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Thank you.

paul.jojy@dominodatalab.com




