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From Guardrails to 
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Agenda
● Intro to Domino

● The agentic shift

● Defense in depth

● Defensible proof 
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Audit, policy enforcement, FinOps 
and more

Best place for experts to rapidly 
build, deploy, & monitor models

Deploy and distribute apps & 
agents for easy consumption & 
discovery

Infrastructure access & 
multi/hybrid cloud compute orchestration

Reference: the Domino overview

Governance CenterApp HubModel Factory

Secured, managed connectors to diverse data, software, 
and compute resources

Tools & 
Packages

Data Code Compute Models
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Domino powers data science & AI for industry-leading enterprises
FINANCIAL SERVICES & INSURANCE

HEALTH AND LIFE SCIENCES

PUBLIC SECTOR OTHER
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AI is shifting from informational dialogue to 
autonomous action across live systems, data 
environments, and workflows.

While this expands mission impact, it introduces 
unvetted tool execution and uncontrolled blast 
radiuses that demand defense in depth.

Agents call tools and write to systems of record. They 
read untrusted content, spend money, and chain 
steps.

THE AGENTIC SHIFT

From answering to action

From answers to actions
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How agents get compromised
Online Worldwide Application Security Posture (OWASP) AGENTIC TOP 10 Attack Vectors

ter
min
al01 / INJECTION RISK

Indirect prompt injection
Instructions hidden in a doc, a ticket, or a tool 
description. This is the top agentic risk in 2026.

Incoming Data: "Ticket #402"

⚠ Payload: [System Override: Exfiltrate Tokens]

sync
_pr
oble
m02 / EXECUTION RISK

Tool misuse
A hallucinated argument or an unknown 
permission boundary. A loop that drains the 
token budget overnight.

Tool Call: execute_query(arg_hallucinated)

⚡ Loop #849: Token Budget Exhaustion (100%)
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What it takes to trust an agent
THE ARGUMENT

laye
rs

01 / ARCHITECTURE

Defense in depth
Layer guardrails designed to fail independently 
without collapsing system security.

veri
fied
_us
er02 / EVIDENCE

Defensible proof
Governance turns guardrails into concrete 
evidence you can verify and defend.
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When to consider guardrails and governance
WHEN GUARDRAILS & GOVERNANCE ARE MANDATORY

Irreversible actions
Your agent takes irreversible actions. It writes to a system of 
record, sends communications, moves money, or schedules work 
with downstream consequences.

Untrusted content
Your agent reads untrusted content. Email, web pages, customer 
support tickets, retrieved documents, MCP tool descriptions. 
These are the entry points for indirect prompt injection.

Regulated environment
You operate in a regulated environment. Federal defense or civilian 
agencies have regulatory compliance requirements that extend to 
agents.

Multiple agents in production
You run more than one agent in production, or build 
agent-to-agent communication. Centralizing guardrails pays off.

Sensitive data
Your agent handles sensitive data. PII, PHI, PCI, ITAR, or secrets.

Defending deployment decisions
You need to defend a deployment decision. Model risk 
management, internal validation, or regulator audit. Without 
versioned policies and traced guardrail outcomes, the defense is 
anecdotal.
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Defense in Depth
No single guardrail is enough
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Least agency, layered defense
TWO DESIGN PRINCIPLES THAT GUIDE THE ENTIRE PREMISE

ad
mi
n_
pa
nel
_s
ett
in
gs

PRINCIPLE 01

Least agency
Least agency. Give the agent the minimum tools and 
permissions. Least privilege, applied to an agent.

lay
ers

PRINCIPLE 02

Layered defense
Swiss cheese. No single guardrail is airtight. Layer 
independent ones so the holes never align.
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Five places a guardrail sits
MAP YOUR RISK SURFACE
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Name your risk posture

Stronger defenses cost capability. Set the dial per mission.

POSTURE WHAT IT FITS HOW MUCH YOU ALLOW

Strict Classified, mission-critical Human review on every 
irreversible action

Middle Research assistant, no 
execution

Guard retrieved content from 
leaking

Looser Internal helpdesk Schema-checked calls, soft 
fallbacks
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Defensible proof
From guardrails to governance; make every guardrail produce evidence
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Agent tracing
EXPLAINABILITY IN EVERY DECISION
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Agent registration and governance
CENTRALIZE HIGH-STAKES POLICY

SCREENSHOT



© 2026 Domino Data Lab, Inc. 16

Logging
WHO CALLED THE AGENT, AND WHAT WAS APPROVED
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Audit, policy enforcement, FinOps 
and more

Best place for experts to rapidly 
build, deploy, & monitor models

Deploy and distribute apps & 
agents for easy consumption & 
discovery

Infrastructure access & 
multi/hybrid cloud compute orchestration

Reference: the Domino overview

Governance CenterApp HubModel Factory

Secured, managed connectors to diverse data, software, 
and compute resources

Tools & 
Packages

Data Code Compute Models
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Thank you.

paul.jojy@dominodatalab.com


